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Protecting Children Online

Parenting
keeps them
safer than

settings.
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Behaviour puts
young people at
risk not
technology
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“My mum would forget
about everything if she
didn’t have social media...
without soctal media we
wouldn't know anything
that is going on now
everyone relies on social
media they actually don’t i
¢ know anything that was ;r o
| going on without it"
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"How Did You Decide?

What?
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Your guide to the
social networks

your kids use

Stay up to date and keep your child
safe in today's digital world

‘Search for a site, game or app to Explore other networks
find out more

Q (eq. Facebook) by All networks AZ



https://www.net-aware.org.uk/
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#StatusOfMind

Social media and young peopke's mental health and wellbeing
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Feelings of worry Lack of
and/or siress sleap

\ Difficufty
coping with

daily fife
Sauree; M
Anonymous « 14-16y/o @ MNorthemn Ireland m
‘ “...the fime you can spend on some of these apps - they can be very addictive. | lose

time to revise, can't co homewark, can't interact with family/friends and lose a lot of sleep

at night time.”
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The Worst Case Scenarios?

Radicalisati
Se>_<ua|. Addiction [ on ]
Exploitation

Extreme Health Sulivin Commercial
Messages e.g Pro ying Exploitation or

Suicide Criminality

s )

Teenagers with SEND are the MOST vulnerable young
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What our Children and Young People
Worry about.

Nasty or Offensive
[ Scary Stuff ] [ The News ] [ Cyomments ]
Being left out of
[ Swearing ] Squads/ Lobbys. Strangers
Parties

[ Sharenting ]
Pressure to get [ Friends ] Losing their Tech.
likes Not being Online

[ Pressure for

naked selfies ] @@@




S{}L;Cﬁﬁﬁl.d” Sheffield ILS eLearning Service

Improving outcomes . Embracing technology

Anns Grove
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Year 1 and 2
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* Lots of games — Princess * Fortnite and Snapchat

Games, Roblox, Hot wheel  « Buying in Fortnite

City etc. e Didn’t want to use YouTube
* You tube Rainbow Tastic, kids

Ryan’s Toy view.  Netflix — 18 Films!
* Netflix etc.  Some children felt

unsupervised

Lots of phones — but many with no

SIM card. ﬁ ;ﬁffﬁji;? —
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Year 3 and 4
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Games Minecraft, Roblox, Fifa, * 18+Games
Mario etc. * Lots of in game purchase
You tube * TikTok -sexual dancing. “Lots of rude
Times Table Rock Star. stuff”
Craft and painting apps * Racism
Netflix etc. e Children said they felt “addicted” and

, worried about hackers
Year 3 talked about getting lots

of help form parents and not * “Don’t want kids stuft”
being allowed things because of
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Year 5 and 6

YouTube

More Social Media — Facebook,

Messenger and WhatsApp,
Instagram

Anime — ( Easy to find 18+)
Discord
Gaming — mostly 16+

Twitter

/o o
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Different rules with two parents

Lots of in game purchase — large amounts

mentioned.

TikTok - Live streams. Purchases

Large WhatsApp groups (50+)
Children said they felt “addicted” and

worried about hackers

Some children only played on phone or

tablet.

Online drugs deals - linked to searches
but better at school because of filtering.

Scams and
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Progressive Curriculum
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Sheffield Online Safety Curriculum 2019 - Overview

Sheffield eLearning Service

mprcving Al srdriing Welincogy

PSHE Theme Health and
i : Relationships Living in the Wider World
ociztan Progrzmme WE"hEII'I«E
o Srudy|
Lifestyle & Health | The Social Web Protecting Commercial Risks | News & Information
Ourszelves
Online Safety
Strand Wel-Being, Mental Health, Soczl Mediz, Gaming, Senual Comtent, Consent, | Money, Privacy, Perzonal | The Media, Digrial Literacy,
|dentiy, Steraotypes, Frizndships, Bullying, Conirol, Meeting Strangers | Informadon, Coyright, Verifying Content
Medical informmation Repuration Onkne andin Real Lfe, Ordine Security
Images
P1 - Online Strangers
52 -Being find Online  PZ- Feeling uncomfortable  C2- 'M‘.atsﬁt intenet? uz-‘ mﬁm
53 - Communizating onling €3- Accepting Messages. I '
Onlire F3 - Searching Safely
Key Stage 1
|Efick herz fériink 1o

yifshefeldce netioniresatatyr urm ulur

@ Shefiiekd sLeaming Senice 2013 - niip
\F= § Ll S g F- A © 4

O®



‘S%}Sg‘uis:]i-ld Sheffield ILS eLearning Service
o~ — :

Where to get help
and information
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NSPCC EVERY CHILDHOOD IS WORTH FIGHTING FOR

Preventing abuse Whatyoucando  Services and resources L 5 Helpling Q search

NSPCC andg OF - kesping children safs onling
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SPCC and 02

We ve pined farces with 02 1o provide parents with the skilla ana
Suppodt to koap your child sate onhne

" O, ® NSRCC

Let's keep kids safe onfife
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https://www.nspcc.org.uk/fighting-for-childhood/about-us/partners/nspcc-o2-online-safety-partnership/
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Home  Recommended sartmers  Contact
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AKING THE INTERNET WORK FOR FAMILIES

For parents

Take our FREE online

parenting course, Resilient
Families.

Information and advice for

famiiiss

The very first anline Parenting in
the Digital Age tourse.

Hzlp us make the intemet work

for you! Tell us which tech

COMPETES Y trist,

Sign up for the latest news and event  Email Address First Name Last Name

information with our FREE newsletter

HHBET A
FHL7 \



https://parentzone.org.uk/advice/parent-guides
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Ul “/
KNOW
Home  GetAovice 4 Concened about jourchild?  Howlogetbelpa  Whoarewe?  Supporf lools 4

f

/ Helpy 'c‘|
" mOs} out of the Internet

I need toreport an incident I'm concemed about my child I'd like to understand more about \ \ |
keeping my child safe Y

Ay

)
> Reporting to CEQP > Helpand support ) > Gatadvice

Rarents & carers have found these topies haipful

Have a concern?

‘-'.o'red about your child and online
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https://www.thinkuknow.co.uk/parents/
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Support Us

Parents and Carers Sl NN emm—.

. : . y Need hel?
Welcome parents and carers! In this section you will find all the information you i

need to keep your child safe online Hotbopcs
Whether youre puzzled by parerta o onlrids or woldd be to know more doout gaming, ths seckon can help We
al know |hat & can sometimes be chiglenging 1 keep up fo speed with what chidren and young peogle are dony
onine: Luckly on this sée youll find a whle bos) of usehul ways fokeep your chiki sdfe

Thngs fo o

|{ave & comversation

Hot topics...
n Parental controls
Gaming

Need help?

Wart a quick overview? Chack out our leaflet for parents.

What do | need ta know? A

Ray adwce Dr paman 20d 230 £ LIRG COMYET300N Tankss Amoze o parsn's and carers about how o make & repoctonine
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http://www.childnet.com/parents-and-carers
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Sheffield ILS eLearning Service

Improving outcomes . Embracing technology

Q) UK Safer Internet Centre

I'E
Parental controls offered by your home
internet provider

Aoyt  SaferintemetOay Blog Tranng&Events Rescarch  Cetlnvoived  Transiate

Hotline

Advice Centre Helpine  Pupil powersd e-safety Q

It is really important to chat with
your children on an ongoing basis
about staying safe online. Not sure

where {0 begin? These s
conversation starter suggestions Safety tools on social networks and
Have a conversation other online services

. Parents’ Guide to Technology Resources for parents and carers

J
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https://www.saferinternet.org.uk/advice-centre/parents-and-carers
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Adverts, in app
sales bullying,
stalking, flirting,
online chatting

lllegal
downloading,
hacking, gambling,
bullying/harassing
others, uploading
material
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report it to




Sheffield St

&= < What to do if you have
| a What worry

Turn off in-app purchasing on
' smartphones and tablets register it for
Ghedlndend8hild’s privacy settings on sites
like Musical.ly and image sharing sites like

/ Instagram. Think about the age they have
told different sites

Decide whether you need to involve your
/child’s school or even the police

Talk to your child about the news and
~/ where to find it.

DA Microsoft  the <ii-1 Zone 3
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{1 What to do if you have
" aWhere worry

Talk to your child about your
concerns

Agree sites that you’re happy for
them to use

. Set YouTube SafetyMode and Google
- SafeSearch to help filter
‘inappropriate content’

Familiarise yourself with reporting
tools on sites like instagram,
YouTube

DA Micresoft  the =\i=1zone 3



ngéfﬁd.d Sheffield ILS eLearning Service

Improving outcomes . Embracing technology

TALK, TALK TALK.... Children
are not the experts!!!

» Difference between online and “real” friendships

« Ask what sites they visit, who they talk to when they
go there and what they do.

« Have they any anxieties or concerns?

« Talk to them about your concerns.

« Parental controls and filtering software can help keep
younger children away from worrying content or areas.

« Threatening to "take the internet away" or to remove a
child's mobile phone is unlikely to help. Need to learn

If you are extremely concerned talk to a professional or

Y @O000608



